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Priorities and Definitions

When your support request or incident is received, the inquiry is analyzed to determine
impact and urgency, which drives priority assignment based on the definitions outlined in the
following table. Priority may be adjusted as the inquiry is reviewed and researched.

Priority Definition

Critical: e Defects or mTJ044 195.3eS.65 Tc ¢ 0.00w
Production down
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Communication Expectations

When you submit your inquiry via phone, email or web, an incident is created in ServiceNow.
You will receive an auto generated email that cito9 (h)7.1 (a)4.1ito9 (h)7.1 (a)4onshc. 789.9576 p5
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A ticket may be closed due to the caller not responding to follow up questions/inquiries
within a reasonable time frame, depending on the area and type of ticket. (Tickets may be

reopened once resolved, but before the ticket closes, or may be resubmitted as new if the
inquiry needs further investigation.)

Service Interruption Communications

The USG Status page is used to communicate outages, service affecting issues, and
maintenance tasks. These updates are communicated via SMS or email for all products and

services. To visit go to: status.usg.edu. To subscribe, click on the red “subscribe to updates”
button in the upper-right
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Product Description

GeorgiaFIRST Financials PeopleSoft financial management system.

GeorgiaFIRST Marketplace An online shopping site accessed through GeorgiaFIRST
PeopleSoft Financials.

Georgia ONmyLINE Online and distance education offerings by USG institutions.
GeorgiaVIEW Learning management system, Brightspace by D2L.

GIL GALILEO Interconnected Libraries.

INGRESS Intra-Georgia Registration Sharing System.

InterMapper Network monitoring, altering, and troubleshooting software.
OneUSG Connect Functional and technical support for the Human Resources (HR)

and Payroll system utilized:
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What services are provided?

Service Definition

D2L Help Center (DHC) USG GeorgiaVIEW D2L Help Center, a service managed
by D2L.
Emergency Web Services  Hosted Emergency Web Services (EWS) should a USG
institution lose access to its primary website or
presence.

e For more information (request or schedule service),
refer to the ITS Customer Services web page:
http://www.usg.edu/customer_services/services supp
ort_information/emergency_web_service.

ITS Helpdesk Call Center ITS Helpdesk telephone contact system.

ITS Self-Service Support Request ITS self-service support request process.

Note: User ID and password required.

ITS Self-Service Support Request Account administration for USG customers who submit
Account Administration non- production down support requests in a non-form
(ServiceNow) driven, web-based, self-service interface.

Page 8



& OF THE

méf UMIVERSITY SYSTEW OF GEQGIa USG Enterprise Services

AL 7 Service Level Guidelines
Version 1.7.2] Date 2024

to- o’
Se———

APPENDIX A:

Production Down Definition by Product and Service

The criteria for “production down” status for the products and services supported by USG are
outlined in the following table. Although the criteria listed are not all inclusive, they represent
the most common production down scenarios.

Product/Service Business Interruption
Augusta University = Cannot access PeopleSoft Financials production application.
Financials Note: Institution should verify there are no local area network

connectivity issues first.

= Cannot execute critical processes (e.g. cannot issue Banner checks in
Financials, unable to process payroll journals from OneUSG at month

end, etc.)
Cybersecurity Major security incident affecting multiple users.
GALILEO GALILEO

All GALILEO access affected.

OpenAthens

GALILEO access fails for all sites using OpenAthens for Single Sign On
» Verify that the issue is not local (multiple institutions reporting)
* Trylogging into GALILEO via OpenAthens as a USO employee
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| Product/Service Business Interruption
- Cannot log into Georgia Awards Hosting
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GeorgiaBEST Cannot access DB300 hosted Banner, Degree Works or other hosted
Managed Services application, database, and/orrelated components.
institutions, only Note: Managed Services institutions should verify there is no local or

wide area network connectivity issue first

ITS sets the priority level to “high” when institutions cannot:

- Access Axiom server or service.

- Access Axiom interface for the purpose of real time updates and/or
data corrections.

- Download from
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Product/Service

Business Interruption

0 Cannot access the INGRESS Faculty and Campus
Administrator Consoles widget from the GeorgiaVIEW
GoVIEW home page (https://go.view.usg.edu/d2l//home).
-« Cannot use system because performance is slow (takes minutes to
move from screen to screen).

InterMapper

- InterMapper service down.

OneUSG Connect

- Unable to complete payroll processes and no one will get paid.

- Critical error on completed payroll.

- Emergency removal of system access for termination of practitioner
or employee with administrator access.

- Multiple employees from multiple institutions cannot access HCM
system.

- System slow or not responding (Time During Critical Processing
Periods)

- HR Data Corrections that impact payroll processing, multiple people
impacted.

- Time Reporter/Clock issues that affect payroll processing, multiple
people impacted.

- A mass number of employees did not get paid.

- HRIssue causing critical error during payroll processing.

- Multiple applicants unable to apply for jobs at multiple institutions.

- Multiple users report being unable initiate Manager Self Service
transactions at multiple institutions.

- Unable to complete commitment accounting processes (including
general ledger processing, encumbrance processing, EDR
processing, and money movement processing) and institutions are
unable to receive Journal Entries in a timely manner.

PeachNet - Internetis down for an entire site.

PeachNet Cloud - Cannot backup servers to the ITS datacenter.

Backup Service

PeachNet Virtual -« Cannot access interface to manage Virtual Data Center (VDC)
Data Center environment.

Services - Hosted virtual machines are down or inaccessible.

Telephone - Cannot make or receive calls for an entire site.

USO Data .

Warehouse
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Product/Service

Business Interruption

hours.
- VIPs: (Board of Regents strategic corporate web applications are
not accessible).

USG sets priority to “high™:

- Meeting room related video/audio infrastructure or connection;
meeting starts within 48 hours.

- Endpoint device will not power up.

- User cannot login to Endpoint device.

- User can log into Endpoint device but cannot connect to USO
network-based resources (VPN, wireless, etc.).

- Time sensitive; due within 48 business hours.

USG Technology
Store
(techstore.usg.edu)

- USG Technology Store (techstore.usg.edu)
- Website down due to system error.
- Cansigninto website, but not access either Home or Work stores.

Web Services

- General Web Services:

o Cannot access USG website(s).

0 Cannot connect to USG-hosted website (404 error).

o Cannot display a USG-hosted website.

0 UsableNet Assistive not responding.

o0 Incorrect/out-of-date information on USG-hosted website.
-  Emergency Web Services:

o Cannot connect to an institution’s emergency web

service page (404 error).
o Cannot display an institution’s emergency web service

page.
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